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Abstract 

In the era of information and technology, individual privacy has become vulnerable. A 

malevolent person can breach the private information available on the internet easily. In the 

contemporary world, meaning of privacy has evolved; it is no more constricted to the four 

walls of our homes. Most people share their personal information on the internet for net 

banking, monetary transactions, updating social media platforms, et cetera. There are two 

sides of a coin, there are boons of a commodity but the banes do follow. Similarly, the digital 

revolution has given cybercrime a boost; the cybercriminals are constantly targeting internet 

users to extract their money and data. Albeit with the advancement of technology, things have 

become more convenient for the masses, but on the contrary, an individual’s privacy is at a 

much higher risk of getting breached. The internet has no boundaries and is exorbitant; the 

information available on the internet is ever expanding. Online security has increased rapidly. 

However, the cybercriminals have also come up with new tactics to break into the systems, they 

have become more sophisticated, and they can steal confidential data of the Government, 

corporate bodies, or individuals for illegal and immoral purposes. The criminal activities that 

are committed on the internet with the help of a computer or a network can be classified as 

cybercrimes. It involves criminal activities like cyber terrorism, internet fraud, privacy 

invasion, etc. Cyber laws govern the internet by keeping a check on cybercrimes and also 

provide punishment to criminals. This paper will explore the world of cybercrimes, and will 

analyze whether the present cyber laws are efficient to suppress cybercrimes or not. 

 
1 Student, Manipal University Jaipiur 
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INTRODUCTION: 

 

"The modern thief can steal more with a computer than with a gun. Tomorrow's terrorist may 

be able to do more damage with a keyboard than with a bomb".2  

The Internet has become an integral part of one’s life; it has made human life much simpler 

than it was before. Everything has become overtly convenient. Long gone are the days when 

people used to stand in long queues to pay the bills. Now such tasks can be done online 

easily, messages can be sent across the globe within few seconds. The world of internet is 

truly amazing and mesmerizing, in fact it can be visualized as a whole new world in itself. As 

people of a country are referred as citizens, in the same context the users of the internet are 

referred to as netizens. The Internet revolution has left no page unturned; people have started 

conducting their businesses online with the help of internet, interacting with clients all around 

the globe with amazing facilities of online payments. Netizens use social media to connect 

with friends and family, sharing their personal information with the knowns and sometimes 

unknowns. The most common applications that the netizens use are Facebook, WhatsApp, 

Instagram, Twitter, et cetera. The personal texts, pictures that one share online can be 

accessed by the Crackers (a person who breaks into the communication channel/system with 

malicious intent). The hackers can hack the systems of the Government, big corporations or 

any influential individual for getting hold of important documents that they can then share 

with some terrorist organization or some other third-party who is interested in knowing the 

content of those documents. 

The digital revolution has made sure that the people have access to the internet, as a result 

the number of social media users has increased significantly; consequently it has also given 

rise to the criminal activities such as online harassment, cyberbullying, stalking, 

impersonation, et cetera. Cyber law governs the area of information and technology 

controlling the security of net users and stakeholders of e-commerce, and keeps a check on 

the information that is being spread on the internet. Strong cybersecurity is needed to ensure 

that all the transactions made online are safe and secure. Strong laws are needed to support 

security of netizens otherwise there will be no peril in the minds of the criminals. It is not easy to 

locate the cybercriminals, thus there is a need for strict laws and super secure security system 

to keep a check on such activities. To ensure the privacy and integrity of the internet and its 

users efficient legal framework is need of the hour.

 

2 National Research Council, U.S.A "Computers at Risk”,1991. 
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CYBERCRIMES: 

The first cybercrime was committed in the year 1820, the crimes that are committed on the 

internet with the help of telecommunication technology or computers are referred to as 

cybercrimes3 and it can be categorized into three main categories4: 

1. Against the Government 

2. Against the property 

3. Against individuals 

 

There is a long list of cybercrimes, some of them are: 

(i) Hacking the website of government: The hackers can hack the systems of the 

government, generally, the opposite parties or terrorist groups employ hackers 

to retrieve the sensitive information from the documents of the government. 

 

(ii) Cyber Extortion: The hackers get hold of the computer system, data, sensitive 

information, and then blackmail the victim to fulfill the demand for payments 

otherwise threats to destroy the data are given. Hackers may also sell sensitive 

information to terrorist groups or he can himself be a member of some terrorist 

group5. 

 

(iii) Cyber Terrorism: the cybercriminal coerce the government and its officials to 

fulfill his demands otherwise he would attack the networks, data, or systems of 

the government; it could be related to social or political motives. The attack must 

cause fear amongst the public, violence, or damage against people or property 

respectively, to qualify as cyber terrorism. The attacks may also cause damage 

to the critical infrastructure (the essential assets required for the smooth 

functioning of the society and economy)6. 

 

 
3 Moore, R. (2005) "Cyber crime: Investigating High-Technology Computer Crime," Cleveland, Mississippi: 

Anderson Publishing. 
4 "Cybercrime definition". www.crime-research.org. Retrieved 3 August 2019. 
5 Lepofsky, Ron. "Cyberextortion by Denial-of-Service Attack" 
6 Laqueur, Walter; C., Smith; Spector, Michael (2002). Cyberterrorism. Facts on File. pp. 52–53. 

http://www.crime-research.org/articles/joseph06/
https://web.archive.org/web/20110706175959/http:/www.ere-security.ca/PDF/Cyberextortion%20by%20DoS%2C%20Risk%20Magazine%20June%202006.pdf
https://books.google.com/books?id=H7fT0BQxwDsC&pg=PA49
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(iv) Virus Dissemination: The criminal introduces malicious software into the 

system; it attaches to the other software and corrupts the system which results in 

disruption of the functioning of the device. The data that is stored in the device 

may get lost. 

 

(v) Identity theft: the criminals commit identity thefts on a large scale; the 

criminal extracts the personal as well as the financial information of the person 

and uses the identity of that person to make transactions in their favor. The thief 

can steal the sensitive information of the customers by hacking the systems of 

big corporations or that of the government. After the collection of the 

information, the criminal can steal money from the accounts of the customers.7 

 

(vi) Phishing: In this cybercrime the criminal sends a text message, call or email, to 

the recipient, portraying himself to be the employ of some original organization, 

for example, a request from the bank of the victim or the place where the victim 

works. And then asks for personal data such as passwords of credit and debit 

cards, the banking details, etc. 

 

(vii) Cyber Bullying: in this crime, the criminal bullies the person with the help of 

the internet and threatens, harass, or makes the person embarrassed by saying 

mean things. The criminal may post negative content, send unsolicited pictures, 

emails, text, or abuse the person which invokes fear and make them feel 

uncomfortable. Cyberbullying is no different from the physical bullying, the 

victim may take mean words said to him seriously and may harm himself.8 

 

(viii) Cyberstalking: the stalker stalks the victim online and browses all the 

information available about the victim on various social media platforms. it is 

done to gather more information about the victim which can be used for other 

crimes such as offline stalking, identity theft, etc. Though it may sound simple it 

can have a damaging effect on the person as it is a serious crime. The 

 
7 Synthetic ID Theft Cyber Space Times Archived 9 October 2015 at the Wayback Machine. 
8 Smith, Peter K.; Mahdavi, Jess; Carvalho, Manuel; Fisher, Sonja; Russell, Shanette; Tippett, Neil (2008). 

"Cyberbullying: its nature and impact in secondary school pupils". The Journal of Child Psychology and 

Psychiatry. 49 (4): 376–385. 

http://www.unc.edu/~dubal/idtheft/synthetic.htm
https://web.archive.org/web/20151009122632/http:/www.unc.edu/~dubal/idtheft/synthetic.htm
https://en.wikipedia.org/wiki/Wayback_Machine
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Information technology Act, 2000, and the Criminal Law (Amendment) Act 

2013 deal with these cyberstalking cases.9 

 

(ix) Botnet: they are designed to infect millions of computers, and are sent to other 

systems through a special virus named the ‘Trojan horse virus’ to carry out 

malicious activities. The users can infect their computers by clicking on 

malicious software, emails, etc. Once the virus enters into the device, botnets 

can then access 

all the personal information and also commit various crimes. The network of all 

these infected computers is known as the ‘zombie’ network.10 

 

(x) Malware: they are malicious software that is developed by cybercriminals to 

cause damage to the data and also to get access to the network, without 

permission. Some examples of malware are spyware, Trojan Viruses, worms, 

ransomware, and adware.11 

 

(xi) DDoS: the distributed denial of service attacks unable the normal traffic of a 

targeted network, server by creating internet traffic artificially. These attacks 

are made to overload the website, and then the owner of the website is 

blackmailed to pay ransom to stop the attack.12 

 

(xii)  Some other crimes are logic bombs, spamming, e-mail bombing, 

impersonation, privacy invasion, the transmission of obscene material, 

harassment, copyright infringement, siphoning of funds from banks, computer 

vandalism, etc. 

 

 

 

 
9 "Cyberstalking". Oxford University Press. Retrieved 2013-12-10. 
10 "Thingbots: The Future of Botnets in the Internet of Things". Security Intelligence. 20 February 2016. 

Retrieved 28 July 2017. 
11 Ludwig, Mark (1998). The giant black book of computer viruses. Show Low, Ariz: American Eagle. p. 13. 

ISBN 978-0-929408-23-1. 
12 Supra note 9. 

http://oxforddictionaries.com/definition/english/cyberstalking
https://securityintelligence.com/thingbots-the-future-of-botnets-in-the-internet-of-things/
https://archive.org/details/giantblackbookco00ludw_495
https://archive.org/details/giantblackbookco00ludw_495/page/n19
https://en.wikipedia.org/wiki/ISBN_(identifier)
https://en.wikipedia.org/wiki/Special:BookSources/978-0-929408-23-1
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CYBER LAWS IN INDIA 

The Republic of India is devoid of dedicated and separate laws against cybercrime. 

However, the Information Technology Act, 2000 is important in these regards as the act 

has a lot of important provisions that deal with eradicating cybercrimes and bolstering 

cybersecurity in the periphery of the nation. “The IT Act not only provides legal 

recognition and protection for transactions carried out through electronic data interchange 

and other means of electronic communication, but it also contains provisions that are aimed 

at safeguarding electronic data, information or records, and preventing unauthorized or 

unlawful use of a computer system.”13 Some cybercrimes mentioned and punishable under 

the Information Technology Act, 2000 are hacking, denial-of-service attacks, phishing, 

tampering, cloning, spyware attacks, malware attacks, identity fraud, and electronic theft, 

et cetera. However, the provisions regarding cybercrimes and cybersecurity are not only 

limited to the Information Technology Act but the Information Technology rules also come 

into play. Cyber law includes laws related to cybercrimes, data protection, electronic and 

digital signatures, intellectual property. 

According to Section 1 (2) of the Information Technology Act 2000, the law extends to all 

of India and also applies to any crime committed outside of India by any person14. Also, 

Section 75 of the I.T. 2000 Act mentions the applicability of this act on any crime committed 

outside India; the law applies to an offence committed outside India by any person if the act 

or behavior constituting the offence involves a computer, system or network located in 

India15. 

The objectives of the Information Technology Act in India are as follows16: 

• To provide legal recognition for all e-transactions 

• To give legal recognition to digital signatures as a valid signature to accept 

agreements online 

• To give legal recognition to keeping accounting books in electronic form by bankers 

as well as other organizations. 

 
13 Sujata Pawar; Yogesh Kolekar (23 March 2015). Essentials of Information Technology Law. Notion Press. 

pp. 296–306. 
14 Section 1 (2), Information Technology Act, 2000. 
15 Section 75, Information Technology Act, 2000. 
16 Cyberlaw in India: The information technology act 2000 - Some perspectives - Media, telecoms, IT, 

entertainment - India. (2001, September 6). https://www.mondaq.com/india/it-and-internet/13430/cyberlaw-in-

india-the-information-technology-act-2000--some-perspectives. 

https://books.google.com/books?id=m6mjBwAAQBAJ&pg=PT296
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SOME IMPORTANT PENAL PROVISIONS OF IT ACT 2000: 

• Section 65: Tampering with the Computer Source Documents- when a person 

knowingly destroys, conceal or misuse any software, he will be punished with 

imprisonment for three years or with fine which can extend up to two lakh rupees or 

with both. Section 65 states that: 

“Whoever knowingly or intentionally conceals, destroys or alters or intentionally 

or knowingly causes another to conceal, destroy, or alter any computer source code 

used for a computer, computer program, computer system or computer network, 

when the computer source code is required to be kept or maintained by law for the 

time being in force, shall be punishable with imprisonment up to three years, or 

with fine which may extend up to two lakh rupees, or with both”.17 

 

• Section 66: Hacking the Computer System- If an individual knowingly and with 

a criminal intent gains unauthorized access to a computing resource, causing harm to 

the person or the general public, shall be punished with the imprisonment which 

can last up to three years or fine upto five lakh rupees or with both.18 

 

• Section 66-A: Sending offensive messages- according to this provision no user of 

any electronic device or that of computer is allowed to send any offensive or false 

message which can cause inconvenience to the public. The accused shall be 

punished with imprisonment which may extend up to three years or fine.19 

 

• Section 66-B: Receiving stolen computer or electronic device- If an individual 

receives any electronic device which he knows to stolen or having a defective title, 

shall be punished with imprisonment which may extend up to three years or fine up 

to one lakh rupees or with both.20 

 

• Section 66-C: Fraudulently using the password of any another person: Any 

person who is fraudulently using the digital signature or electronic password, which 

is delegated to him for its lawful use in the capacity of a servant or the agent, is 

 
17 Section 65, Information Technology Act, 2000. 
18 Section 66, Information Technology Act, 2000. 
19 Section 66-A, Information Technology Act, 2000. 
20 Section 66-B, Information Technology Act, 2000. 
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punishable with imprisonment which may extend up to three years or fine up to one 

lakh rupees.21 

 

• Section 66-D: Punishment for cheating by personation by using computer 

resource.– “Whoever, by means of any communication device or computer 

resource cheats by personation, shall be punished with imprisonment of either 

description for a term which may extend to three years and shall also be liable to 

fine which may extend to one lakh rupees.”22 

• Section 66-E: Punishment for violation of privacy.– “Whoever, intentionally or 

knowingly captures, publishes or transmits the image of a private area of any 

person without his or her consent, under circumstances violating the privacy of that 

person, shall be punished with imprisonment which may extend to three years or 

with fine not exceeding two lakh rupees, or with both.” 

If a person publishes any private message or picture without the consent of another 

person and publishes it on social media shall be punishable with imprisonment 

which may extend up to three years or a fine of two lakh rupees.23 

 

• Section 66-F: Cyber Terrorism- if a person who is not allowed to access any 

website of any ministry or Government Department tries to access it in an 

unauthorized way that may threaten the sovereignty or integrity of India is 

punishable with imprisonment for life.24 

 

• Section 67: Publishing information which is obscene via electronic form- any 

individual who transmits or publishes any message or image which is derogatory or 

objectionable, and which would tarnish the image of the person so involved (victim) 

in the eyes of others, is a crime punishable with imprisonment which may extend up 

to five years or fine upto ten lakh rupees.25 

 

 
21 Section 66-C, Information Technology Act, 2000. 
22 Section 66-D, Information Technology Act, 2000. 
23 Section 66-E, Information Technology Act, 2000. 
24 Section 66-F, Information Technology Act, 2000. 
25 Section 67, Information Technology Act, 2000. 
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• Section 67-A: Publishing images or sexual content- publication or transmission 

of any image or video which contains sexual violence, then the publisher of such 

content shall be punished with imprisonment which may extend up to five years or 

fine up to ten lakh rupees.26 

 

• Section 71: Misrepresentation- If any individual misrepresents or conceals any 

material fact before the Certifying Authority for obtaining any license or Digital 

Signature Certificate shall be punishable with imprisonment which may extend up 

to two years or fine up to one lakh rupees or with both.27 

 

PROVISIONS OF INDIAN PENAL CODE, 1860: 

• Section 354-D: Voyeurism- If a man observes a woman participating in a private 

act if women expect a reasonable presumption of confidentiality, captures her 

image and publishes it through online media, shall be punished with imprisonment 

for at least one year, which however can be extended to three years for the first 

sentence, for the second sentence it will be at least five years. 

 

• Section 354-D: Stalking- If a man constantly follows a woman and tries to contact 

her or initiate a personal interaction with her, despite the total disinterest of women, 

or if a man monitors women on the Internet or by email and watches her online 

activities without justification or reasonable cause, which bothers that women shall 

be sentenced to imprisonment of up to three years for the first sentence, and for the 

second sentence it can be up to five years and a fine.28 

 

• Section 379: Punishment of Theft- Anyone who dishonestly take away the 

property or any electronic record illegally from the possession of its rightful owner 

without its express consent will be punished with imprisonment of up to three years 

or a fine or both.29 

 

 
26 Section 67-A, Information Technology Act, 2000. 
27 Section 71, Information Technology Act, 2000. 
28 Section 354-D, Indian Penal Code, 1860. 
29 Section 379, Indian Penal Code, 1860. 
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• Section 383: Punishment of Extortion- Anyone who intentionally and illegally 

scares a person into delivering goods or valuables, otherwise he will defame that 

person by publishing a defamatory statement or article against a said person will be 

punished with imprisonment of up to three years, or a fine, or both.30 

 

• Section 406: Punishment of Criminal Breach of Trust- Whoever misappropriates 

a movable property such as a computer or an electronic device that has been 

entrusted to him for lawful purposes, causing undue damage to its owner, will be 

punished with imprisonment of up to three years or a fine or both.31 

 

• Section 417: Punishment of Cheating- Whoever impersonates another person in 

which he is not or consciously replaces that person and causes unjustified losses to 

the innocent victim will be punished with imprisonment of up to one year or a fine 

or both.32 

 

• Section 471: Using as genuine a forged document or electronic record- Anyone 

who fraudulently or dishonestly uses an authentic document or electronic record 

that they know is falsified will be sanctioned with imprisonment or a fine, or both.33 

 

• Section 500: Punishment of Defamation- Anyone who knowingly publishes 

without any justification or reasonable cause any statement, image or material on 

social platforms, believing and knowing that it is false against any person, 

company, a business where such imputation will lower their image and intellect 

before the public, will be sanctioned with imprisonment of up to two years or a fine 

or both.34 

• Section 506: Punishment of Criminal Intimidation: When a person threatens 

another to damage his reputation, his life or his property by an electronic means that 

induce him to commit an illegal act or prevents him from carrying out a legally 

 
30 Section 383, Indian Penal Code, 1860. 
31 Section 406, Indian Penal Code, 1860. 
32 Section 417, Indian Penal Code, 1860. 
33 Section 471, Indian Penal Code, 1860. 
34 Section 500, Indian Penal Code, 1860. 
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obligatory act, he is punished with a prison sentence of up to two years, or fine or 

both.35 

THE INFORMATION TECHNOLOGY RULES 

The Computer Emergency Response Team (CERT-In) has been established as the primary 

agency responsible for the collection, analysis, and dissemination of information on cyber 

incidents and also to take emergency measures to contain such incidents under the 

Information Technology (The Indian Computer Emergency Response Team and Manner of 

Performing Functions and Duties) Rules 2013 (the CERT Rules). Other rules that are 

framed under the IT Act in the context of cybersecurity and cybercrimes include: 

• The Information Technology (Intermediaries Guidelines) Rules, 2011 (the 

Intermediaries Guidelines), provides that the intermediaries are required to 

implement rational procedures and security practices for securing the data and the 

computer resources. The incidents of the cybersecurity encountered by the 

intermediaries shall be reported to the CERT-In.36 

• The Information Technology (Reasonable security practices and procedures and 

sensitive personal data or information) Rules 2011 (the SPDI Rules), provides for 

the procedures that are to be implemented while collecting and processing the 

personal data as well as it provides for the reasonable security practices;37 

• The Information Technology (Information Security Practices and Procedures for 

Protected System) Rules 2018 (the Protected System Rules), which require specific 

information security measures to be implemented by organizations that have 

protected systems, as defined under the IT Act. More information on protected 

systems is provided in ‘Scope and jurisdiction’.38 

The Companies Rules (Management and Administration) 2014 (the CAM Rules) framed 

and formulated within the scope of the 2013 Corporate Law, require companies to ensure 

that security systems and electronic records are protected from tampering and unauthorized 

access. The Indian Penal Code 1860 (IPC), also punishes certain crimes that are committed 

in cyberspace such as obscenity, misappropriation, defamation, cheating, 

 
35 Section 506, Indian Penal Code, 1860 
36 (n.d.). PRSIndia. https://www.prsindia.org/sites/default/files/bill_files/IT_Rules_2011.pdf. 
37 (n.d.). Ministry of Electronics and Information Technology, Government of India |. 

https://www.meity.gov.in/writereaddata/files/GSR313E_10511%281%29_0.pdf. 
38 ResponsiveWebInc. (n.d.). Information technology (Information security practices and procedures for 

protected system) rules, 2018. Bare Acts - Live. https://www.bareactslive.com/ACA/act3221.htm. 
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misrepresentation, criminal subpoena, and fraud. There are sector-specific regulations 

made by the Insurance Regulatory and Development Authority of India Act 1999 (IRDA), 

Reserve Bank of India (RBI), the Securities Exchange Board of India (SEBI), and the 

Department of Telecommunication (DOT) which mandates that the high cybersecurity 

standards shall be maintained to safeguard the sensitive data. 

The courts in India have also recognized cybercrime. E.g., the Gujarat High Court in the 

case of Jaydeep Vrujlal Depani v State of Gujarat39, stated cybercrimes to mean “the 

offences that are committed against individuals  or  groups  of individuals  with a criminal  

motive  to  intentionally  harm  the  reputation  of  the  victim  or cause physical  or mental 

harm, or loss, to the victim directly or indirectly, using  modern  telecommunication 

networks  such  as  Internet (networks  including  but  not  limited  to Chat rooms, emails, 

notice boards  and  groups)  and  mobile  phones (Bluetooth/SMS/MMS). 

 

THE CYBERSECURITY LAWS IN THE UNITED STATES OF AMERICA 

The Cybersecurity laws in the United States of America cover the following activities as 

cybercrimes40: 

• Computer Hacking 

• Economic Espionage 

• Corporate Espionage 

• Identity Theft 

• Breaking into computer systems, accessing unauthorized data, modifying or 

deleting the data 

• Stealing confidential information 

• Unauthorized publication or use of communications 

• Criminal infringement of copyright 

• Sexual exploitation of children 

• Flooding websites with increased volumes of irrelevant internet traffic to make sites 

 
39 Jaydeep Vrujlal Depani v State of Gujarat, R/SCR.A/5708/2018 Order. 
40 Cybersecurity National Action Plan". whitehouse.gov. 2016-02-09. Retrieved 2017-08-06. 

https://obamawhitehouse.archives.gov/the-press-office/2016/02/09/fact-sheet-cybersecurity-national-action-plan


IJLRD             Volume 3     Issue 4      August 2020 
 

unavailable to the actual users who are supposed to be viewing them. 

 

Three major federal laws deal with the cybersecurity in the United States of America: 

1) Health Insurance Portability and Accountability Act (HIPAA) (1996) 

Before the Health Insurance Portability and Accountability Act, there was no proper legal 

mechanism to counter the cybercrimes. This was the first step taken by the Federal 

Government of the United States of America under the tutelage of Former President Bill 

Clinton for bolstering the cybersecurity laws in the states. 

The primary objectives of HIPAA include:41 

• Modernize how healthcare information is stored and processed. 

• Ensure that private personal information is protected adequately by hospitals, 

insurance companies, and other health-related organizations. 

• Address limitations on healthcare insurance. 

 

2) Gramm-Leach-Bliley Act (GLBA) (1999) 

The Gramm-Leach-Bliley was formulated and signed in 1999. This law is also known as 

the Financial Services Modernization Act of 1999. The GLBA introduced Safeguard Rules 

that must be followed and are explicitly defined in the law. Among other things, the 

safeguard rules include42: 

• Conduct background checks on employees who are going to have access to 

customer information. 

• Required that new employees sign a confidentiality pledge. 

• Limit access to private information on a “Need to Know” basis. 

• Require strong passwords that are changed frequently. 

• Require computer screens to lock after they are inactive after a specific duration. 

• Enact security policies for devices and data encryption. 

 
41 Health Insurance Portability and Accountability Act of 1996 (HIPAA). (2019, February 21). Centers for 

Disease Control and Prevention. https://www.cdc.gov/phlp/publications/topic/hipaa.html 
42 Peters, Gerhard; Woolley, John T. "William J. Clinton: "Statement on Signing the Gramm–Leach–Bliley 

Act," November 12, 1999". The American Presidency Project. University of California – Santa Barbara. 

http://www.presidency.ucsb.edu/ws/?pid=56922
http://www.presidency.ucsb.edu/ws/?pid=56922


IJLRD             Volume 3     Issue 4      August 2020 
 

• Develop policies to enforce security violations through discipline. 

 

3) Homeland Security Act (2002) 

These steps were taken by the Federal Government of the United States of America under 

the Leadership of Former President George W Bush for further strengthening the 

cybersecurity laws in the states. 

The Federal Government introduced the Homeland Security Act after the attacks on the 

world trade center as it was believed by the authorities and officials that the major 

communications by the terrorists were held over internet applications. 

“The Homeland Security Act established the Department of Homeland Security (DHS). 

Beyond this, the act also had other purposes, including FISMA cybersecurity-related 

regulations. FISMA included the implementation of the National Institute of Standards and 

Technology (NIST). NIST became responsible for developing standards, guidelines, and 

methods for cybersecurity protections.” 

The National Institute of Standards and Technology (NIST) outlines following steps 

toward compliance with FISMA43: 

• Categorize the information to be protected. 

• Select minimum baseline controls. 

• Refine controls using a risk assessment procedure. 

• Document the controls in the system security plan. 

• Implement security controls in appropriate information systems. 

• Assess the effectiveness of the security controls after implementation. 

• Determine agency-level risk to the mission or business case. 

 

COMPARATIVE ANALYSIS: 

First of all, there is a huge similarity between the US and Indian Law, i.e. the cybersecurity 

laws of both countries is just fillers and not a complete package. The following laws that 

are discussed in the paper are not specifically concerned with the eradication of 
 

43 "NIST: FISMA Overview". Csrc.nist.gov. 

http://csrc.nist.gov/groups/SMA/fisma/overview.html
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Cybercrimes and bolstering the Cybersecurity. However, the major concern is that the 

scope of cyber securities is exorbitantly more than those available in the Indian legal 

periscope. 

 

 

CONCLUSION 

There are innumerable cyber crimes and the criminals are advancing with the advancement 

of technology, it is becoming easy for them to break into any system and steal data from it, 

though there are laws present but the criminal mind does not fear any law, therefore it is 

time to make our cybersecurity stronger otherwise we will not be able to control the 

criminal activities. So there is an urgent need of drafting proper legislation that can 

incorporate harsh punishments for cybercriminals so that they do not do such crimes. The 

government should educate people about cybercrimes so that they can be alert and agile 

while using online platforms. Though we have laws for counter-attacking cybercriminals 

still proper implementation is required. 

 


