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INTRODUCTION 

Today, innovation is developing more and getting progressed quickly. Each little thing is 

getting secured by the web. Indeed, the web is a favorable position for individuals. Prior at 

whatever point individuals need to do their shopping, they have to make an arrangement and 

afterward go through a whole day shopping however today because of the web they can shop 

anything from any aspect- of the world by simply sitting on their bed. Prior in the event that 

anybody needs to know something new, at that point he/she need to go to certain teachers and 

ask yet today because of the web they can learn numerous things sitting at home and that also 

for nothing. Because of online media, individuals have associated with everybody over the 

globe. There are numerous different focal points of the Internet. As per a study done by 

internetlivestats.com, in March 2019 the Internet clients arrived at 50.08 % infiltration of the 

total populace.3 

Because of the web, social media media has become an integral asset in this day and age. Each 

9 out of 10 individuals are there via online media. Social media media empowers an individual 

to associate with others over the globe. One individual can grandstand his abilities utilizing the 

web and social media media. As per an overview done by the Statista bunch in 2019, there are 

2.22 billion online media organizing clients overall which are about 31% of worldwide social 

media media organizing entrance and it is normal that before the finish of 2021 the number 

will arrive at 3.02 billion has become a fundamental aspect of everybody's life as it is 

influencing social, financial and public activity of everybody. Online media stages permits an 

individual to share sight and sound substance (sounds, recordings, pictures, and so forth) either 

through any site or through any application. These substance are cloud-based large information 

substance and can be seen as volume, assortment, speed, veracity, unpredictability, quality, 

revelation and opinion. An ever increasing number of individuals are joining social media 
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media and interfacing with one another day by day. Social media media clients are of various 

age gathering, various societies, various religions, distinctive social demeanor and practices. 

Social media media organizing locales are keeping these client's information in the cloud. 

Because of online media, individuals have begun living in virtual world and are overlooking 

this present reality. individuals these days are focussing to refresh their work status i.e., what 

are they eating or where are they at this moment, etc and because of that the protection and 

security are evolving. The present huge test is identified with an expansion in volume of 

information in online media systems administration, and this prompts making a few concerns, 

including protection and security. All things considered, then again, it likewise demonstrates 

as a device to forestall and examine cybercrime, assuming keenly and insightfully took care of. 

Toda in the event that an individual needs to discover data, at that point he can think that its 

effectively as data is wherever as most extreme individuals are conveying and sharing data 

through online media stages either through sharing their sites or sharing pictures, recordings or 

anything.  

In 2004, 35-year-old musician from the UK murdered 31-year-old school teacher because he 

was obsessed with sexual images, which he viewed just hours before the murder.4 In 2011, 

urban disturbances spread across various cities. It was believed that new social media had been 

used by participants as a means of disseminating information about incident in real time and as 

social coordination to facilitate riots.5 Hackers gained control of the Twitter account of the 

Associated Press and posted an erroneous ''news story'' that a bomb had been detonated in the 

White House in Washington, D.C. The fake story caused the Dow to drop 150 points, roughly 

equivalent to $136 billion, though it eventually rebounded.6 These are few crimes examples 

which have been seen recently in the forms of electronic communications. We can see how 

social networks are used for mischievous purposes, and there are plenty of others.  

Web and social media media have opened up numerous new open doors for cybercrime 

lawbreakers to misuse security weaknesses on the Internet. Cybercrimes, just as numerous 

 
4 Musician found guilty of murder of teacher, Press association, Wed 4 Feb 2004, 

https://www.theguardian.com/uk/2004/feb/04/ukcrime#:~:text=Graham%20Coutts%2C%2035%2C%20of%20

Hove,not%20one%20jot%20of%20remorse%22. 
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http://eprints.lse.ac.uk/46297/1/Reading%20the%20riots%28published%29.pdf 
6 How Social Networks are Used in Cybercrime- Chapter 6, 9 May 2018, 

https://study.com/academy/lesson/how-social-networks-are-used-in-

cybercrime.html#:~:text=Cybercrime%20has%20breached%20social%20media,through%20suspicious%20link
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https://study.com/academy/topic/impact-of-cybercrime-on-electronic-communication.html
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customary violations, have been seen on the Internet. Con artists utilized entertainer Robin 

Williams' passing to urge individuals to share a phony video that at last made a phony document 

be downloaded to clients' gadgets. Crooks on counterfeit Instagram accounts posted 

photographs of assumed lottery victors, offering to impart their abundance to any individual 

who followed their record. When the record became to a sizable after, the record proprietors 

sold the record and the entirety of its adherents to another person. On Twitter, cybercriminals 

regularly post pernicious URLs that look real in order to get clients to click and in this manner 

taint their gadgets. The developing utilization of online media has fruitful ground for 

programmers who are hoping to perpetrate cybercrime. Cybercrime is a simple method to target 

individuals since it requires just a PC, a web association, and criminal expectation. The proof 

of the fact that it is so easy to carry out cybercrimes is in the quantity of casualties assessed to 

have been focused in 2017 which was almost 1,000,000 individuals. Online media isn't just a 

vehicle of correspondence however it is likewise a mode for the criminal network to perform 

wrongdoings (Here, the criminal network is alluding to cybercrime lawbreakers like 

programmers, con artists, and all others).Currently the social media has become the medium 

for law enforcement agencies to prevent crime. The law enforcement agencies are putting their 

utmost efforts to prevent crime. by monitoring communications activities over the Internet, but 

there are several challenges they are struggling with like cloud challenges, real time monitoring 

challenges such as privacy concerns, and so on. Use of social media is growing on the one hand 

and the crime using electronic medium is also growing on the other hand. Cyber crime 

criminals are using this quick response real time social media to plan, execute or commit the 

crime, and law enforcement agencies are using the same social media to control, prevent, 

protect and investigate the crime. 

 

SOCIAL MEDIA AND CYBERCRIME 

Cybercrime refers to any and all illegal activities carried out using technology. Cyber criminals 

who range from rogue individuals to organized crime groups to state-sponsored factions use 
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techniques like phishing, social engineering, and all kinds of malware to pursue their nefarious 

plans.7 

As examined in above pages, Social media has become a fundamental aspect of everybody's 

life as it is influencing social, financial and public activity of everybody. Individuals use to 

share distinctive sight and sound just as they use to share their day by day schedules. Like 

scarcely any individuals utilizes an application named as "Snapchat" where they use to share 

not many photographs of whatever they use to do. As per "Criminal Use of Social Media" white 

paper from the National White Collar Crime Center (NW3C), social media media has been on 

ascend in recent years, which changes the communicational scene. Social media media locales, 

for example, Facebook, Twitter, and YouTube, have a great many dynamic clients. Social 

media media organizing is the most famous online action. PC Internet clients are going through 

over 12 minutes via social media media organizing out of 60 minutes, while versatile Internet 

clients are going through over 18 minutes via social media media organizing out of 1-hour use. 

Social media media has a decent measure of notoriety. There are 2.45 billion monthly active 

users on Facebook whereas there are 300 million monthly active users on twitter and more than 

3 billion monthly active users on Instagram. Through these information, we can perceive how 

much dynamic are these foundation of social media media. Cybercrime crooks exploit these 

dynamic clients and consider them to be the most enthralled crowd who can be controlled into 

performing acts that would be more cautious about. Prior social media media was tied in with 

sharing sight and sound however now social media media is likewise a stage for carrying out 

cybercrime. 

 

HOW SOCIAL MEDIA IS USED IN CYBERCRIMES? 

As discussed, due to the most active users available on social media, social media has become 

the best source of cyber crime due to its high numbers of active users. In a report from 

 

7 Neelesh Jain, CYBER CRIME CHANGING EVERYTHING – AN EMPIRICAL STUDY, March 2014, 

researchgate.net/publication/275709598_CYBER_CRIME_CHANGING_EVERYTHING_-

_AN_EMPIRICAL_STUDY 
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Bromium8,  “Social Media Platforms and the Cybercrime Economy” they have described cyber 

attacks as "platform criminality". They said that the social media platforms which are used by 

almost all of us is a portal that opens new opportunities for cybercriminals to exploit.  

We as a whole realize that social media media implies sharing information in a characteristic 

aspect of the applications and trust has a significant influence of online media motor. These 

two things join and adjust together to make an ideal digital tempest. 

The report by Bromium explains how cyber-attacks are facilitated by social media platforms. 

The Bromium report concludes that:9 

01. 20% of organizations have been infected by malware via social media. 

02. The spread of crypto mining malware: Simply clicking on a YouTube advert could end 

in crypto mining malware infection. 

03. The boundary between the darknet and social media is blurring across social platforms, 

such as WhatsApp and Instagram, which are being used to promote and sell the tools 

of the hacker. 

It is really said that social media media is a profound pool of individual information as 

individuals have a sense of security to share their own information and subtleties on these 

stages. Individual information incorporates name, telephone number, address, and even the 

area. Furthermore, these information can be handily taken and utilized for data fraud or the 

production of manufactured personalities. Facebook, Instagram, Twitter, and particularly 

LinkedIn are considered as the most uncertain online media stages. Facebook has prior gotten 

for its protection infringement, Instagram has additionally experienced innate security 

weaknesses and LinkedIn is an expert source that has great degrees of security granularity. 

Through LinkedIn, one individual can without much of a stretch access his whole expert 

subtleties. 

TYPES OF CRIMES BEING USED 

The report of NW3C discussed has discussed six crimes types which is been used for social 

media. These types of crimes are: 

 
8Dr. Michael McGuire, SOCIAL MEDIA PLATFORMS AND THE CYBERCRIME ECONOMY, 

https://www.bromium.com/wp-content/uploads/2019/02/Bromium-Web-of-Profit-Social-Platforms-Report.pdf 
9 ibid 
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01. Social engineering and phishing 

02. Burglary via social networking 

03. Malware 

04. Identity theft 

05. Cyber Casing 

06. Cyber Stalking 

01. SOCIAL ENGINEERING AND PHISHING: Social engineering is a strategy wherein 

mental control is finished with the person in question so the casualty can get individual data. 

Casualties get message from their companions mentioning monetary help. However, in 

genuine, these messages are not sent by their companions rather it is sent by cybercrime crooks 

who took their companion's ID and Password.  

Phishing is moreover one of the procedures of social planning. cybercrime punks use such 

various procedures to get information by social planning tricks and systems. Cybercrime punks 

guarantee that their goal gets scared and do as instructed as opposed to thinking a great deal. 

They use to send various sends in a desire that they will get important information's and data. 

The movement of phishing is reducing, anyway an extension in toxic messages from 43 % in 

2017 to 48 % in 2018 was represented by the Internet Security Threat Report (ISTR) in 2018. 

02. BURGLARY VIA SOCIAL NETWORKING: lawbreakers look for possible objective for 

robbery. We as a whole online media clients posts photos or update our status of individual 

exercises like going for excursion or whatever else. Cybercrime hoodlums search for this sort 

of data to discover obvious objectives, where they discover huge time span to burgle the 

property. The best guide to clarify Burglary is theft of 10 million USD worth adornments from 

Kim Kardashian a year ago is the conspicuous case of this sort of wrongdoing. She was 

ransacked in Paris at gunpoint before getting back to New York. As per the BBC report, French 

police associated that lawbreakers got mindful with Mrs. Kardashian million dollars parade 

after she posted picture on Twitter only three days before the burglary occurred.  

03. MALWARE: Internet and social media are the best source through which infection and 

malware can be spread. The designers of Malware and Viruses conceal their ruinous projects 

in connections, connections or in messages and that is a typical thing in any long range informal 

communication site. When clients tap them and react to them, the malware or the infection get 

into their PC without their insight. 
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According to the developer of Sophos antivirus, losses of malware through online media are 

40 % of its customers. Microsoft reported that 19 million PCs were found polluted by a radical 

disease. Besides, the business network considers its usage of online media by its agents as an 

association security danger. Sophos drove an examination from more than 500 associations and 

70 % of them were stress over their association security on account of the usage of online media 

by their laborers.  

a critical diminishing can be seen in new malware variations in 2018, yet a sort of banking 

Trojan malware, called Emotet, forcefully expanded its piece of the overall industry from 4 % 

in 2017 to 16 % in 2018. 

04. IDENTITY THEFT: Numerous specialists have portrayed wholesale fraud as an endeavor 

of getting individual data for a crime. Fraud happens when somebody utilizes your own 

distinguishing data and claims to be you so as to submit misrepresentation or to increase other 

monetary advantages.10  

As indicated by the Internet Crime Report 2016 of the FBI's Internet Crime Complaint Center's 

(IC3), fraud was positioned seventh with 16 878 casualties, and loss of 58 917 398 USD was 

recorded distinctly in the USA11.  

According to Internet Crime Report 2017, fraud/identical theft was the 6th greatest grumbling 

with 17 636 casualties and loss of 66 815 298 USD just in the USA in 2017.12 13 If we compare 

these two reports, then we can find out that there is an increase in total number of victims.  

05. CYBER CASING: Cyber casing is a procedure or a cycle which is utilized to deliver 

certifiable area utilizing different information accessible in online assets. Geo labeling is one 

of the highlights of offered by web-based media. It is a significant pattern of online media 

 
10 Jennifer van der Kleut, Identity theft: What is it and how to avoid it, https://us.norton.com/internetsecurity-id-

theft-what-is-identity  

theft.html#:~:text=Identity%20theft%20occurs%20when%20someone,to%20gain%20other%20financial%20be

nefits.  
11 Scott S. Smith, 2016 Internet Crime Report, https://pdf.ic3.gov/2016_IC3Report.pdf 
12 Scott S. Smith, 2016 Internet Crime Report, https://pdf.ic3.gov/2017_IC3Report.pdf 
13 Tariq Rahim Soomro and Mumtaz Hussain, Social Media-Related Cybercrimes and Techniques for Their 

Prevention, May 2019, https://www.researchgate.net/publication/333944511_Social_Media-

Related_Cybercrimes_and_Techniques_for_Their_Prevention 

https://us.norton.com/internetsecurity-id-theft-what-is-identity
https://us.norton.com/internetsecurity-id-theft-what-is-identity
https://www.researchgate.net/profile/Tariq_Soomro
https://www.researchgate.net/profile/Mumtaz_Hussain4
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destinations. Topographical data is the prime component during the time spent digital 

packaging, which assists crooks with arranging and execute their naughty plans.14 

06. CYBER STALKING: is utilized any sort or through any medium. It essentially causes 

sentiment of disturbance, misuse and sincerely uneasiness. The report on digital following by 

NW3C states that personality criminals are not worried about the impacts of their activities on 

casualty, while digital stalkers are very much aware and do it purposely. As per Alexis A. 

Moore , in the USA one lady out of twelve and one man out of 45 will be followed in the course 

of their life. Moore's article reflected upon the way that female of ages somewhere in the range 

of 18 and 29 are mostly the casualties of digital following, however females when all is said in 

done are not generally the objective.  

Well, apart from the above mentioned crimes, the National White Collar Crime Centre also 

published a separate report for each new emerging crime. They are: 

▪ Credit Card Fraud 

▪ Cyber Intrusion and Data Breaches 

▪ Disaster Fraud 

 

PREVENTATIVE TIPS AND TECHNIQUES FOR SOCIAL MEDIA CRIME 

01. SOCIAL ENGINEERING AND PHISHING: Social Media is helpful in making social 

designing and phishing. It is encouraged to not to send delicate data over the Internet before 

checking a site's security. It is likewise encouraged to not to react to spontaneous call, email or 

visits for individual or budgetary data and is educated to confirm the authenticity concerning a 

suspicious email by straightforwardly reaching the organization. 

02. BURGLARY VIA SOCIAL NETWORKING: It is encouraged to not to share your area or 

place of residence. It is likewise encouraged to restrict your association with just those whom 

you know, check your protection setting and control how others can label you and cutoff your 

application consents.  

 
14 Helfenstein, Sacha; Saariluoma, Pertti, How cyber breeds crime and criminals, 2014, 

https://jyx.jyu.fi/bitstream/handle/123456789/43972/1/helfensteinsaariluomadigitalsec2014draft.pdf 
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03. MALWARE: Malware and malware through essentially. It is constantly encouraged to 

introduce and refreshed antivirus and consistently focus on the uniform asset finder (URL) of 

a site. Vindictive sites may seem to be indistinguishable from an authentic site. 

04. IDENTITY THEFT: Identity Theft implies getting individual data for individual use. It is 

prompted for the proprietor that he ought to pulverize all the terminated applications and 

records. The individual ought to limit sharing character reports via web-based media and don't 

keep any personality records inside the framework. for example, bank subtleties, Mastercards 

subtleties, and so forth. 

05. CYBER CASING: Cyber casing is a method or a cycle which is utilized to create certifiable 

area utilizing different information accessible in online assets. It is constantly informed to turn 

off the GPS with respect to the telephone and PC. It is likewise encouraged to also the occasions 

you will be accessible at home when selling things on online commercial centers and never 

openly distribute occasion status or photographs until you have returned. 

06. CYBER STALKING: Cyber Stalking implies following via online media. Continuously 

keep work and interpersonal interaction email address isolated. Try not to put all the data on 

the web, for example, date of birth or business history. Use photos that don't recognize area. 

Use epithet and use the security settings accessible to different stages, for example, Facebook, 

Twitter and others.  

 

CYBER CRIMES UNDER INDIAN PENAL CODE AND INFORMATION 

TECHNOLOGY ACT 

• Section 4315 and 6616 of IT Act penalises numerous activities related to computer 

network, data theft, spreading or introducing virus or damaging computer programmes 

or destroying information which is in computer. The punishment given will be 

imprisonment of three years or a fine of Rs. 5,00,000 or both. 

• Section 378 of the IPC which is relating to theft of movable property will be applicable 

to theft of any data as Section 22 of IPC states the word "movable property". The 

 
15 Section 43 of IT Act: https://indiankanoon.org/doc/39800/ 
16 Section 66 of IT Act: https://indiankanoon.org/doc/326206/ 

https://indiankanoon.org/doc/39800/
https://indiankanoon.org/doc/326206/
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punishment for theft under section 378 of the IPC is imprisonment of up to 3 years or 

a fine or both. 

• Section 424 of the IPC which states “whoever dishonestly or fraudulently conceals or 

removes any property of himself or any other person, or dishonestly or fraudulently 

assists in the concealment or removal thereof, or dishonestly releases any demand or 

claim to which he is entitled, shall be punished with imprisonment of either for a term 

which may extend to 2 years, or with fine, or with both.” This section will also be 

applicable in Data Theft and the punishment under section 424 of IPC is imprisonment 

of up to 2 years or a fine or both. 

• Section 425 of the IPC is about mischief. It is needless to say, damaging computer 

systems and even denying access to a computer system will fall within the aforesaid 

section 425 of the IPC. The maximum punishment for mischief as per section 426 of 

the IPC is imprisonment of up to 3 months or a fine or both. 

• Section 66B of the IT Act prescribes punishment for dishonestly receiving any stolen 

computer resource or communication device. This section requires that the person 

receiving the stolen property ought to have done so dishonestly or should have reason 

to believe that it was stolen property. The punishment for this offence under Section 

66B of the IT Act is imprisonment of up to 3years or a fine of up to Rs. 1,00,000 or 

both. 

• Section 411 of the IPC too prescribes punishment for dishonestly receiving stolen 

property and is worded in a manner that is almost identical to section 66B of the IT Act. 

The punishment under section 411 of the IPC is imprisonment of either description for 

a term of up to 3 years, or with fine, or with both. 

• Section 66C of the IT Act prescribes punishment for identity theft and provides that 

anyone who fraudulently or dishonestly makes use of the electronic signature, password 

or any other unique identification feature of any other person shall be punished with 

imprisonment of either description for a term which may extend to 3 years and shall 

also be liable to fine which may extend to Rs. 1,00,000. 

• Section 419 of the IPC also prescribes punishment for ‘cheating by personation’ and 

provides that any person who cheats by personation shall be punished with 

imprisonment of either description for a term which may extend to 3 years or with fine 

or both. 
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• Sections 463, 465 and 468 of the IPC deals with forgery and “forgery for the purpose 

of cheating. It also deals with theft. The punishment is for a term extended upto 7 years 

along with fine. 

• Sections 67, 67A and 67B of the IT Act suggests punishment for publishing or 

transmitting, in electronic form (i) obscene material (ii) material containing sexually 

explicit act, etc. and (iii) material depicting children in sexually explicit act, etc. 

respectively. The punishment prescribed under Section 67 of IT Act is imprisonment 

which can be extended upto 3 years with a fine extended upto Rs. 5,00,000. And the 

punishment prescribed under sections 67A and 67B of the IT Act is imprisonment upto 

5 years with a fine extended upto Rs. 10,00,000. 

• Section 43 (h) of the IT Act penalises an individual who charges the services availed 

of by a person to the account of another person by tampering with or manipulating any 

computer, computer system, or computer network. 

• Section 65 of the IT Act used for a computer. The punishment under this section is 

imprisonment for up to 3 years or with a fine which may extend to Rs. 3,00,000 or with 

both.  

• Section 66E of the IT Act prescribes punishment for violation of privacy with a 

imprisonment which may extend to 3 years or with fine not exceeding Rs. 2,00,000 or 

with both. 

• Section 67C of the IT Act punishes with imprisonment for a term which may extend 

to 3 years and also liable for fine. 

• Section 66F of the IT Act prescribes punishment for cyber terrorism.  

• Section 77A of the IT Act is subject to certain exceptions. All the offences under the 

IT Act for which the punishment is imprisonment for a term of 3years or less, are 

compoundable. 

Offences under sections 463 and 465 (forgery), sections 425 and 426 (mischief), section 

468 (forgery for the purpose of cheating), section 469 (forgery for the purpose of harming 

reputation) and section 292 of the IPC are non-compoundable offences while offences 

under sections 378 and 379 (theft), 420 (cheating and dishonestly inducing delivery of 

property), sections 425 and 426 (mischief when the only loss or damage caused is loss or 

damage to a private person), section 509 (word, gesture or act intended to insult the modesty 

of a woman), section 411 (Dishonestly receiving stolen property) and section 419 

(Punishment for cheating by personation) of the IPC are compoundable offences. Of these, 
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offences under sections 420 and 509 can be compounded only with the permission of the 

court. Most of the cybercrimes under the IPC are cognizable other than the offences under 

sections 425 and 426 (mischief) and sections 463 and 465 (forgery) which are non-

cognizable. 

 

CONCLUSION  

Today internet has made a huge difference that we use to do. Letters and phones have been 

supplanted by messages and video calls. Computerized reasoning is supplanting people. 

Online media is a stage through which individuals collaborate with one another, share their 

assessment, and perspectives with one another. Like each coin has its different sides 

similarly, online media likewise has different sides. Web-based media isn't viewed as 

protected as a result of its penetrate in wellbeing, security, and security. In this original 

copy, we have talked about how cybercrimes are been led effectively via web-based media 

and how might one be get kept from been caught in cybercrime. We have additionally 

talked about what are the laws material when somebody does cybercrime particularly 

utilizing online media. 
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